
https://www.myit.unsw.edu.au/cybersecurity/multi-factor-authentication-mfa
https://www.youtube.com/watch?v=iFwNKBoWTlg
https://www.myit.unsw.edu.au/sites/default/files/documents/cyber-security-mfa-guide-setup-and-use-microsoft-authenticator_0.pdf
https://www.myit.unsw.edu.au/sites/default/files/documents/cyber-security-mfa-guide-setup-mfa-when-microsoft-authenticator-is-unavailable-in-your-app-store.pdf
https://www.myit.unsw.edu.au/sites/default/files/documents/cyber-security-mfa-guide-setup-microsoft-authenticator-app-on-a-second-mobile-device.pdf
https://www.myit.unsw.edu.au/sites/default/files/documents/cyber-security-mfa-guide-use-microsoft-authenticator.pdf
https://www.myit.unsw.edu.au/sites/default/files/documents/cyber-security-mfa-guide-use-microsoft-authenticator-without-data-connection.pdf
https://www.myit.unsw.edu.au/sites/default/files/documents/cyber-security-mfa-transfer-authenticator-to-a-new-phone.pdf
https://www.myit.unsw.edu.au/sites/default/files/documents/cyber-security-mfa-guide-set-up-and-use-a-yubikey.pdf
https://www.myit.unsw.edu.au/sites/default/files/documents/cyber-security-mfa-guide-setup-and-use-a-yubikey-on-non-Windows-devices.pdf


 

Updated: 17 October 2022

1. What is Multi-Factor Authentication (MFA)? 

MFA is a security feature that helps protect your UNSW account through a second identity 
verification factor in addition to your zID and password.  
 
Using MFA helps to secure your account by adding an additional verification step that relies on 
possession of a trusted device, such as your smartphone, and this makes it much more difficult 
for a cyber-criminal to compromise an account. 
 
The goal of MFA is to keep your account secure by creating an additional line of defence to make 
it more difficult for unauthorised persons to access your and UNSW’s resources. 
Refer to the How MFA works section of the 
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6. I cannot use the Microsoft Authenticator app because I have an older smartphone that 
does not support Microsoft Authenticator. 

Please attempt to upgrade your smartphone operating system to the latest version required for 
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Return to Contents 

10. Can I download the Microsoft Authenticator app on my computer? 

No. The Microsoft Authenticator app is a mobile application that can only be downloaded on a 
mobile smartphone or smart device such as an iPad
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15. I do not have the option to ‘add work or school account’ when setting up MFA. How do I 
add my zID account to the app? 

Microsoft Authenticator allows you to set up multiple accounts, however if you find that you already 
have an account set up from another organisation, it may not present the option to ‘add work or 
school account’ for your zID account.   
 
You then have two options: 

a. You can uninstall the app and start again. Doing this will require you to set up the other 
organisation’s account also. OR 

b. You can continue the setup by following this guide from Part 2. This will set up the zID account 
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17. 

https://www.myit.unsw.edu.au/cyber-security/policies-and-standards
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21. I'm not receiving push notifications from my phone when prompted to verify my sign-in, 
e.g., when I don’t have data connectivity. 

If you are not receiving push notifications on your Microsoft Authenticator app or your phone 
does not have data connectivity:  
 

a) At the Approve sign-in request window, click on  
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'Airplane mode' or data (internet) connectivity is unavailable. The 6-digit code is refreshed every 
30 seconds. 
 
Note: SMS or email notifications are not used at UNSW. 

  Return to Contents 

28. I’m concerned about the Microsoft Authenticator app draining my phone battery. 

The Microsoft Authenticator app uses minimal battery on your smartphone. If the battery usage 
continues to be a concern, Microsoft recommends using the one-time passcodes which don't 
require you to be on the Internet or connected to data, so you don't need phone service to sign in. 
Additionally, because the app stops running as soon as you close it, it won't drain your battery. 
 

  Return to Contents 

29. My one-time passcodes are not working. What should I do? 

Make sure the date and time on your device are correct and are being automatically synced. If 
the date and time are wrong, or out of sync, the code won't work. 
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the guide to set up MFA where Microsoft Authenticator is not available in your smartphone app 
store.  

Return to Contents 

 

33. What can I do if my country blocks push notifications on my smartphone/device? 

If your country blocks push notifications on your smartphone or you are not receiving push 
notifications on your Microsoft Authenticator app:  
 

a) At the Approve sign-in request window, click on  
I can’t use my Microsoft Authenticator app right now 
 
 
 
 
 

 
 
 
 
b)  Then select Use a verification code from my mobile app 
and enter the 6-digit One-Time Password code shown in 
your Microsoft Authenticator app and click Verify.   
 
Note: The 6-digit code updates every 30 seconds. 

 
  
 
 
For detailed instructions, refer to the How to use Micro to the 
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