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The findings are set out below against the areas reviewed as part of the Internal Audit and detailed in the report:

✓ The process to destroy and dispose of Biological Waste is 
�G�H�I�L�Q�H�G���L�Q���8�1�6�:�¶�V���/�D�E�R�U�D�W�R�U�\���+�D�]�D�U�G�R�X�V���:�D�V�W�H���'�L�V�S�R�V�D�O��
Guidelines.

✓ Clear ownership for the management of the disposal services 
has been assigned to Estate Management.

✓ RECS and WH&S have a good working relationship in the 
management of biological agents and biohazards and have 
identified improvement opportunities to strengthen the control 
environment.

! The University is currently unable to confirm the extent of 
non-GMO biological agents on
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Biological hazards are organic substances (including pathogenic micro-organisms,  



Background and Context

4

Physical containment is the term used to describe procedures and structures designed to
reduce or prevent the release of viable organisms into the outside environment. The physical
containment level used relates to the risk group classification of the microorganism, i.e.
Physical Containment Level 2 for risk group 2. There are four classifications of Physical
Containment Facilities and are identified by the �µ�3�&�¶prefix followed by numbers 1 �± 4.
Biosecurity containment refers to the level of quarantine containment (Approved
Arrangements) required (BC1 �±BC4) and is stated on the import permit.

The internal audit was performed through a review of relevant documentation (including
enterprise and Faculty/School level policies and procedures) and walkthrough meetings with
key stakeholders including Faculty/School management and operational staff to understand
processes followed to manage biosafety. The following six schools were selected in
collaboration with key stakeholders as part of the scoping process and through self-
nomination, in order to validate the execution of �8�1�6�:�¶�Vprocess. Site visits were conducted
within the following laboratories to evidence signage, use of personal protection equipment
(PPE) , cold storage, sample management and waste disposal practices.

�‡ School of Biological, Earth and Environmental Sciences (BEEs) �±1 AA and 1 PC2 lab

�‡ School of Biotechnology and Biosciences (BaBS) �±2 AA and 1 PC2 lab

�‡ School of Medical Sciences (SoMS) �±1 AA and 1 PC2 lab

�‡ School of Chemical Engineering (School of Chem Eng) �±1 AA and 1 PC2 lab

�‡ Graduate School of Biomedical Engineering (GSBME) �±1 PC2 lab 

�‡ The Kirby Institute - Internal Audit conducted a walkthrough meeting with PC3 laboratory 
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Summary of Findings

Below is a summary of the three moderate-rated findings

�‡



1. Executive Summary
Summary of Soft Controls Analysis

A soft controls root cause analysis has



2. Detailed Findings & Agreed Management Actions
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2.1  The University is currently unable to confirm the extent of non -GMO biological agents on -site Management aware of finding
Moderate

Substantial/Possible/
Immediate

Outlined in the AS/NZS Standard 2243.3, the appropriate undertaking and review of risk 
assessments prior to work with biological matters is considered a key requirement. Despite 
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2.2  Controls for the acquisition of non -GMO biological agents including review and approval processes are 
not consistently in line with UNSW policies and procedures

Management aware of finding

Moderate
Substantial/ 

Possible
/Immediate

Review and approval
Under the UNSW Biosafety Procedure the Head of School (HoS) is responsible for ensuring 
research and teaching utilising biological agents is appropriately approved per table 1, listed 
below:
�‡ Microorganism Risk Group 1 �±2 �±Approval by HoS/Supervisor.
�‡ Microorganism Risk Group 3 �±4 �±Approval by HoS, UNSW GTRC and DVC(R).
�‡ Import or Export of Biological Material �±HoS and Department of Agriculture, Fisheries 

and Forestry (DAFF) 
Note: DAFF is identified as approver for biological imports within the current procedure, 
however DAWE were appointed as Biosecurity administrators in 2013. 

At the six schools sampled (one laboratory within each School):
�‡ Evidence of the appropriate approval of research using non-GMO biological products 

prior to procurement could not be obtained for five schools and five HoS advised they do 
not undertake this process.

�‡ Research using non-GMO agents within the PC3 laboratory are required to notify the 
laboratory manager, however the HoS does not provide formal approval. 

�‡ Researchers are responsible for applying for import permits in one school and 
researchers are responsible for ensuring appropriate use of general import permits in 
five schools.

�‡ Compliance with import permits and conditions is the responsibility of researchers in all 
schools without a mechanism to monitor compliance.

Additionally, the GTRC does not include biosecurity and biosafety in its Terms of Reference 
(ToR) and therefore this level of approval is not in place. 

In the absence of preventative review and approval controls, the University may be unaware 
of  how key risks are being appropriately managed. As an example, Internal Audit was 
notified of an incident relating to the exposure of a student to a non-GMO substance which 
�F�D�X�V�H�G���V�H�U�L�R�X�V���K�H�D�O�W�K���F�R�Q�F�H�U�Q�V�����7�K�H���X�V�H���R�I���W�K�H���V�X�E�V�W�D�Q�F�H���Z�D�V���R�U�G�L�Q�D�U�L�O�\���F�R�Q�V�L�G�H�U�H�G���µ�O�R�Z��
�U�L�V�N�¶���W�K�U�R�X�J�K���V�W�D�Q�G�D�U�G���S�U�R�F�H�G�X�U�H�V�����K�R�Z�H�Y�H�U���W�K�H���V�W�X�G�H�Q�W���X�W�L�O�L�V�H�G���W�K�H���V�X�E�V�W�D�Q�F�H���X�V�L�Q�J���D���µ�K�L�J�K��
�U�L�V�N�¶���P�H�W�K�R�G���Z�K�L�F�K���F�D�X�V�H�G���H�[�S�R�V�X�U�H����

Soft Controls Root Cause:
Clarity – There is a lack of clarity amongst HoS regarding their key responsibilities within 
the Biosafety Policy.

Why is this important?
Without effective controls in place to manage acquisition of biological agents, UNSW is 
unable to confirm what biological agents are being procured, received and assess the risks 
associated with holding them on-site and associated usage.

[R2] Moderate

A) The current review and approval processes will be reviewed, amended and 
documented to ensure a holistic, practical, risk based approval approach for all 
research and teaching involving the use and management of non-GMO biological 
material is undertaken as part of the updated of the policies and procedures. 

Responsibility: Adam Janssen, Senior Manager, Health Safety and Environment with 
support and input from Ted Rohr, Director Research Ethics and Compliance Support 
and Trudy Devitre
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2.4  The current Biosafety Procedure does not define responsibilities for all processes and is not in line with 
legislation, regulations and standards

Management aware of finding Minor
Medium/Possible

/Short Term

On review of the Biosafety Procedure, the following was noted: 
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2.5 



Appendix A – HS430 Register of Biosafety Legislation
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The table below outlines the Biosafety Legislation, Standards and Related Codes of Practice that should be followed.  

Biosecurity and Biological Agents Internal Audit - Final



Appendix B – Key Responsibilities
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Biosafety

Insert Insert

EMHoS WH&SRECS

Insert

Local Training + Lab Access 

Register of import permits & 
inventory

Annual Compliance Certification 

Maintain Lab Equipment

Sample Management 

Reporting of breaches relating to 
non-compliance / research ethics 

Applications for AAs

Providing Annual 
Compliance Certification 

Auditing of AA Facilities 

Incident Management 
relating to non-compliance 
/ research ethics 

Reporting of WH&S 
incidents

Training & Awareness of 
AUS/NZ 2243.2010 Part 3

Task Force Auditing of non 
AA Facilities 

Incident Management 
relating to non-compliance 
/ research ethics 

Disposal & Collection 

Maintenance of Building 
Management System 
(BMS)

?
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The table below outlines key responsibilities in the management of biosafety and biosecurity across the UNSW.
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The table below outlines Biosafety and Biosecurity best practice across Australian universities.  

Biosafety Task UNSW Process Best Practice 

Application of Import 
Permits

Researchers are unable to apply for import permits directly through the Department of Agriculture Water Resources and the ability to submit an 
application on BICON is restricted and linked through an Electronic Inventory Management System. 
For all ongoing projects that have been approved by the Institutional Biosafety Committee, investigators must complete:

Annual Progress reports during the life of the project and a final report is to be completed on completion of the project.
Applications for storage of biological agents must be made before expiry of the current IBC project approval.
Annual Reports for all IBC projects are due by mid-December each year. 
A central register is maintained with all import permits that have been issued to the University at both the University level and the local level.

An inventory list of all agents utilised by each department that it uses, handles or stores is maintained at the local level. 

Incident Reporting
All biohazardous incidents (and near misses) or non-compliant (or suspected non-compliant) incidents involving regulated biologicals must be 
immediately reported to the IBC. 
The committee will formally investigate and seek a written explanation of the incident from the relevant persons using the IBC Incident Report Form.

Facility Audits

All facilities should be inspected at least annually to ensure its containment requirement still complies with Australian Standards 2243.3:2010. Root 
cause analysis completed for all instances of non-compliance identified. Facility managers will work to remediate any corrective actions arising from 
the audits, however, will provide status to the IBC if requested. In cases of repeated instances of non-compliance, the audit frequency may increase. 

Risk Management Assessment must be completed and approved for all actitives that involve biological agents. Risk Assessments must be reviewed 
a) Each time changes are made to the task, procedure; or equipment;
b) Following an incident that involved the use of biologicals and/or animals; or
c) At least every 3 years.

Safe Work Instructions (SWIs) and Standard Operating Procedures (SOPs) should outline the safe way to undertake a task and may be developed for 
techniques, processes and equipment to minimise any risk to individuals when working with biohazardous materials.
Regular maintenance will be performed on laboratory equipment as per manufacturer standards and guidelines. Repairs will be scheduled on as  
needed basis. 
A register of maintenance and inspection requirements for laboratory equipment is maintained. 

Sample Inventory Management/Classification System has been implemented to ensure value/risk classification, contents, owner and expiry date are all 
clearly identifiable. 

Disposal
Hazardous waste collection and disposal must be environmentally responsible and comply with Federal and State legislation and any other regulatory 
requirements. All records in regard to waste transportation, facility receipt and disposal are to be retained for 5 years.

Biosafety Applications are required to be submitted for all research or teaching that involves the use of biological material. Work is prohibited to 
commence before the application is reviewed and approved by the Institutional Biosafety Committee (IBC). Low risk projects (work involving biological 
material unlikely to cause human or animal disease or harm the environment) require the submission of an application, however, these are treated as a 
�Q�R�W�L�I�L�F�D�W�L�R�Q�����7�K�L�V���S�U�R�F�H�V�V���K�D�V���E�H�H�Q���R�P�L�W�W�H�G���I�U�R�P���8�1�6�:�¶�V���F�X�U�U�H�Q�W���U�H�V�H�D�U�F�K���J�R�Y�H�U�Q�D�Q�F�H���D�Q�G���D�S�S�U�R�Y�D�O���S�U�R�F�H�V�V�H�V����

Storage 

Reporting, Monitoring and 
Compliance Activities: 

Risk Management 

Review of Applications

Key: Not Implemented Fully ImplementedPartially Implemented

Biosecurity and Biological Agents Internal Audit - Final
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The table below outlines Biosafety and Biosecurity best practice across Australian universities.  

Not Implemented Fully ImplementedPartially ImplementedKey:

Biosafety Task UNSW Process Best Practice 
Mandatory biosafety training is required for anyone working with biological material and access to the laboratory is not provided until all training has 
been completed. This training is delivered through online modules and at the conclusion, users are required to complete an online quiz with a pass 
rate of 100%. The IBC requires a copy of the certificate once training has been successfully completed. Training courses must be refreshed every 
three to five years (depending on the course). 100% pass on the competency assessment is required for successful completion of the course.

1. Organisational Training - Organisational biosafety training is provided by Research Services. 
The following training courses cover legislations and procedures in biosafety:
�D�����2�*�7�5���&�R�P�S�O�L�D�Q�F�H���±���&�R�P�S�X�O�V�R�U�\���I�R�U���S�H�U�V�R�Q�Q�H�O���Z �R�U�N�L�Q�J���Z �L�W�K���*�0 �2�V�����R�U���Z �L�W�K�L�Q���D�Q���2�*�7�5���F�H�U�W�L�I�L�H�G���F�R�Q�W�D�L�Q�P�H�Q�W���O�D�E��
�E�����%�L�R�V�D�I�H�W�\���&�R�P�S�O�L�D�Q�F�H���±���&�R�P�S�X�O�V�R�U�\���I�R�U���S�H�U�V�R�Q�Q�H�O���Z �R�U�N�L�Q�J���Z �L�W�K���E�L�R�O�R�J�L�F�D�O���U�L�V�N���J�U�R�X�S���D�J�H�Q�W�V�����R�U���Z �L�W�K�L�Q���F�R�Q�W�D�L�Q�P�H�Q�W���O�D�E�V��
�F�����,�P�S�R�U�W�����(�[�S�R�U�W���7�U�D�Q�V�S�R�U�W���D�Q�G���3�D�F�N�D�J�L�Q�J���R�I���%�L�R�O�R�J�L�F�D�O���0 �D�W�H�U�L�D�O���±���&�R�P�S�X�O�V�R�U�\���I�R�U���S�H�U�V�R�Q�Q�H�O���Z �R�U�N�L�Q�J���Z �L�W�K���T�X�D�U�D�Q�W�L�Q�H�G���J�R�R�G�V���R�U���L�P�S�R�U�W�L�Q�J�����H�[�S�R�U�W�L�Q�J���R�U��
transporting biological material.
�G�����%�L�R�V�D�I�H�W�\���&�D�E�L�Q�H�W���W�U�D�L�Q�L�Q�J���±���&�R�P�S�X�O�V�R�U�\���I�R�U���S�H�U�V�R�Q�Q�H�O���X�V�L�Q�J���D���E�L�R�V�D�I�H�W�\���F�D�E�L�Q�H�W��
�H�����$�X�W�R�F�O�D�Y�H���W�U�D�L�Q�L�Q�J���±���&�R�P�S�X�O�V�R�U�\���I�R�U���S�H�U�V�R�Q�Q�H�O���X�V�L�Q�J���D�Q���D�X�W�R�F�O�D�Y�H��
�I�����%�L�R�V�D�I�H�W�\���6�S�L�O�O�V���7�U�D�L�Q�L�Q�J���±���5�H�F�R�P�P�H�Q�G�H�G���I�R�U���S�H�U�V�R�Q�Q�H�O���Z �R�U�N�L�Q�J���Z �L�W�K���E�L�R�O�R�J�L�F�D�O���K�D�]�D�U�G�V�����R�U���Z �L�W�K�L�Q���D���E�L�R�O�R�J�L�F�D�O���F�R�Q�W�D�L�Q�P�H�Q�W���O�D�E��

2. Lab Specific - Lab-specific training is provided by the area lab technician and authorised trainers. A record of training is maintained by the Lab 
Technical Manager, and may be audited by the IBC at any time. Personnel must indicate to the certification holder that they understand their training 
by signing the training declaration. NB: The Biosafety Team has prepared a number of Lab Safety Guidelines & Checklists to assist in training. 
Compulsory for personal entering the lab including environmental services, engineering, security, IT and administrative personnel. Training must be 
arranged prior to commencing work in the lab with the area technician. Topics Include:
a) General lab induction
b) Operational procedures
c) Lab safety rules
d) Emergency procedures
e) Procedures for handling and disposal of waste
f) Location of emergency stations and protective equipment
g) Specific lab induction - High risk areas (e.g. tissue culture labs & animal houses) have specific induction processes where personnel are trained by 
an authorised trainer to use the facility.
h) Specific equipment induction - An equipment specific training program must be in place in every laboratory (e.g. centrifuge, autoclave, BSC II 
cabinet etc..). Personnel must be trained by an authorised trainer before they use any equipment.
3. Project Specific - It is the responsibility of the project supervisor/subject coordinator to:

Biosecurity and Biological Agents Internal Audit - Final





Overall Report Rating

Immediate 
Attention Required

The risks associated with the control issues identified indicate that there are significant gaps in the 
control environment and design of controls. This will severely impact the achievement of process 



Risk Consequence
The consequence table defines the nature of a


